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e Sara Seguin is the Principal Advisor on
Fraud and Identity Risk at Alloy and brings
17 years of experience in the field to the
company.

e Prior to joining Alloy, Sara was the Head of
Enterprise Fraud Strategy for KeyBank.

e Deep experience within various fraud risk
domains which include deposit, payments,
online activity, card, risk, and identity.
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What We’ll Cover

Why fraud hinders growth

Striking a balance between user experience and
identity verification

Centering identity in your digital verification
process throughout the customer lifecycle

Using digital identity verification to grow your
business
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There were more than 1M reports of
identity theft in the U.S. In 2023. As a
result, Americans lost a record $10B
to fraud—up from $1.6B in 2013*.




Why fraud hinders growth

e According to Alloy’s State of
Fraud Report, 25% of financial
institutions lost over $1M to

How much do you think your organization may have incurred in
direct fraud losses over the last 12 months?

e = fraud in 2023
- cconneo ([ S e Because it is difficult to identify
sz rococcorso [ fraudsters after they have
wonser sooaccoaneo ([ already stolen money, most
sooor- nococonesuso [ funds are not recovered: 68%
owr nocacooeunso [ of financial institutions
‘Canbined US snd UK data Souro: Aoy 2024 Sk o Fr etk g (0> recovered less than half of

their losses in 2023
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The rise of digital banking has led to a tradeoff between
fraud prevention policies and top-notch digital experiences

FIGURE 3

Respondents used mobile and online channels most frequently e According to a study from
W Never B Less than once a month 2=5 times per month De|0|tte, 84 percent Of
6-9 times permonth 8 - 10 0f more tmes per month consumers use online banking

Bank branch to access their primary bank
R —T 21% 7]
= e /2 percent use mobile apps to
[ e 33%) 38% 6% access their primary bank
Contact center 2%
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Online banking
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Mobile banking app
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Deloitte Insights | deloitte.com/insights m




Financial institutions must balance
a variety of identity challenges

Customer Friction ® Unscalable
Lengthy manual review & unnecessary MFA Legacy systems struggling to keep up
[ ] [ J

Resource Constraints
Building & maintaining legacy systems

High Fraud Rates

Sophisticated fraud attacks Tl ) /\ . ‘

|| J 1 J L J

Penalties & Fines
[ | i Ineffective compliance controls

Lost Revenue
Declining good customers
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“If you were only worried about risk, you
wouldn’t be giving anyone a card. So the
guestion becomes, what return do we get
for the additional risk?”

Jacob Wallenberg
Risk Operations at Ramp
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Centering identity in your
verification process is the key to
balancing fraud prevention, user
experience, and growth.




Financial institutions need to adopt a holistic

approach to fraud prevention

At what part of the customer lifecycle do you most commonly detect fraud?

At time of transaction
in real-time

At the time of
onboarding

After transaction has
occurred (after fraud
has occurred)

50% 33% 17%

*Source: Alloy 2024 State of Fraud Benchmark Report

e Detecting fraud at the time of

the transaction is the last
opportunity to prevent
monetary losses

Moving from a proactive
approach to analyze identity in
advance of the transaction will
not only prevent fraud, but also
better predict who will commit
fraud in the future
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How to prevent fraud in real-time

e Strengthen controls at
onboarding by layering
Total (N=450) solutions

Once an anomaly or risk is identified, what do you do about it?

Step up authentication — phone-centric verification

e Use step-up verification
methods on riskier applicants
before onboarding them

Step up authentication - selfie or liveness test

Step up authentication - document verification

Step up authentication - knowledge-based

authentioation 1SA) o Phone verification
Freeze account ] o _
A o Selfie ID verification
Lower payment limits 35% o Document verification

o Multi-factor authentication
*Source: Alloy 2024 State of Fraud Benchmark Report
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Linear 3 Linear & sequential evaluation
amplifies errors, customer friction
& increases manual processes.

K

| ©

Initial Fraud Check

©

Initial CIP Check _|
Day 2
e

Synthetic Fraud batch

(0]

Consortium Fraud batch

Day 3+

Manual Document
Verification Check

®

What strong
controls look like

Holistic — Select from alibrary of data vendors to
screen your applications in real time.

@
R —T @ BEHAVIORAL BIOMETRICS ~
0]
_ C] DEVICE CHECK
APPROVED
©
- [ﬂ] FRAUD SCORE > DENIED
MANUAL REVIEW
@
N~ @ CIP/AML CHECK
@
_ @ DOCUMENT VERIFICATION _/




At the same time,
financial institutions
o ongons should continuously

1 Funding Account . Account

| g  Activity monitor customers

' Machine leaming

| modeis to detect

St throughout their
| lifecycle to prevent
fraud down the line.

‘ Onboarding Account
! Verltying, and . Maintenance

| assessing customars
| as they sign up

Step-Ups
& Interdiction
i Automatically

| send users into
| step-up flows

i Pll Changes, etc.
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Use real-time interdiction to catch fraud threats post
onboarding without increasing abandonment from
good customers

RECENT TRANSACTIONS -
Filter
conduct real-time by
interdiction on transactions Py e b
— A Vi ~ ~ ~ +
Date Anicest Tatus A Tramaction Type Tramsaction Descrgtion Currency Code m
20 $2.500 00 =3 o] Uit it "ttirerent APPLE COMBLL 864712 %0
2020 $500 00 H 4] | | TR etTerer ANKIOMT KYLIS uso
42% 2020 %000 =3 [ ] Uanter: arit Sttieeret At DG ) WIWHEIT2 smn com il WA uso
conduct real-time
interdiction on applications 0.00 =3 Uarter wil S Thmrret ATaIon DA TWIWHATRS sman comviel WA uso
02,01 /2020 $100 =3 Maraess wl Setther et Amagon DA TWIWAIIZ aman comvoll WA S0

*Source: Alloy 2024 State of Fraud Benchmark Report

|dentify and contain fraud threats in real time by automatically rejecting or
holding ACH and wire transactions upon identification of suspicious activity




Automate digital identity verification
with perpetual KYC

— e Evaluate customers on an
S S ongoing basis by assessing
= account activity, Pll changes,
@ Onboardngactivty 5] Transactional activity and other triggers
, | ‘ e Take automatic action off the
Risk Classification Monitoring investigate back of high-risk activity —
instead of just sending these
BN | . —
cases through for manual
Macn, > Weekdy > SARFilng review, trigger a KYC refresh
» | R - om or route to step-up verification

when necessary

] '
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Digital identity verification can
help you grow your business.
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Retaill banks that regularly
practice customer experience
optimization grow 3.2x faster
than competitors that don't*




Real-time digital identity verification
helps reduce manual reviews

Banks & fintechs
see adecreasein
manual reviews
when they use fraud
prevention tools.

2]

Based on your response to
the previous question, how
much of a decrease?
Less than 26% 22%
26%-50%
51%-75% 13%

75%-99% @ 0%

Has your investment in fraud
prevention tools alsoledtoa
decrease in manual reviews?

48%

Yes

e Avoid “Day-2” review processes

e If you instead monitor risk signals in real-time,
you have the opportunity to select the
appropriate risk threshold on which accounts
should be immediately approved or declined

e \With this flexibility, you can:

o reduce false positives
o provide clients the opportunity to self-resolve
o maintain a higher level of risk and oversight

o reduce fraud team’s workload
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Customer enters .
information

Financial institution
verifies information /
approves credit

New customer C
approved

\

New product offered Salary increases

Consistent high
account balance

Timely
repayments

Credit line increased

Good customer behavior Credit score
detected, offer sent increases

Digital identity
verification creates new
cross-selling and
upselling opportunities

e Real-time, ongoing monitoring can help
you increase the lifetime value of
customers and identify new opportunities
for growth

e Extend new product offers to customers
practicing good habits
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Case study:

Live Oak Bank reduced
investigation time by 30%~*

*Source: Data sourced intemally by Live Oak as of March 2024




The Challenge

e In 2021, Live Oak was using an in-house

legacy onboarding platform for deposit ‘Historically, we’ve shied away from

customers, and between the time it took targeting small balance lending

to review each application and the quality simply because we didn't have a

of data they were able to access, their platform with the ability to scale — it

existing process simply wasn'’t cutting it takes a lot of time and effort to

anymore. underwrite and feel confident about a
e The team needed a solution that could credit decision.

automate some of the manual processes Tristan Manley

for their day_to_day operations SO they SVP, Small Business Banking Product Leader

could focus on expanding their product
offerings and attract new customers.




The Outcome

e Live Oak enlisted Alloy to bring

onboarding, transaction monitoring, (y _
and credit underwriting into one 2 7 Q decreasein fraud YoY

centralized platform.

e By using a wide array of data to put
identity at the center of their
onboarding process, Live Oak
turned digital identity verification into
a growth vector for their business.

8 % decrease in manual review rate

3 O % reduction in investigation time




Case study:

Jovia Financial Credit Union decreased
daily fraud volume by 35%

FINANCIAL BRAND

rorom




The Challenge

e Jovia Financial Credit Union is an 85-year-old Long Island based
financial institution serving 200,000+ members with more than
$4.5B in assets. The organization expanded nationwide in 2022.

e Within 10 months of Jovia's expansion, the number of daily
applications, fraud, and account closure rates rose drastically.

e Unable to separate risky applications from genuine ones in real-
time, there were times Jovia was forced to turn off their online
application form and stop instant booking of accounts in order to
manually review 100% of applications. This cumbersome process
created a significant backlog and restricted new customers from
onboarding during a critical period of growth.




The Outcome

Jovia used Alloy to implement real-time
fraud mitigation that leveraged best-in-class
risk checks and expertise so they could
return to servicing their customers.

3 5 % Decrease in fraudulent applications

O % Negative impact on approval rates

“We had been running deposit
performance checks on applicants.
After implementing Alloy, we were
able to save the cost of these checks
for fraudulent individuals.”

Evan Get
Business Systems Analyst at Jovia




ACTION ITEM #1

Layering strong controls at
onboarding is key to
identifying fraudsters before
they can steal money.
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ACTION ITEM #2

Use step-up verification on
riskier customers to request
more information, while sending
good customers to approval.
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ACTION ITEM #3

Conduct real-time passive
and active monitoring to
ensure customers continue
to make safe transactions.
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Questions?

#fbforum
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Thank you!

Sara Seguin

& sara@alloy.com

W @usealloy
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