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We live in a world in which our personal data is constantly being shared and sold (oftentimes without our

knowledge). It's no surprise that data and privacy protection has become a top concern for consumers.

A major contributor to the mass availability of personal data online is the data broker and people search site
industry. In fact, 98% of Americans have information exposed on dozens of people search sites.! These sites
are reselling an individual’s data without the direct consent of that individual, leaving their privacy and security
at risk.

This flagrant violation of our privacy presents an opportunity for fintechs and financial institutions to
differentiate from the competition. Organizations can address these data privacy issues by offering a robust
privacy solution that can ensure the security and trust of their users—while also driving non-interest income

for the business.

By prioritizing privacy, organizations can not only safeguard sensitive information, but also enhance their
services, build customer loyalty, and increase conversion to premium products or bundles.

THE GROWING THREAT OF DATA BROKERS

One of the primary reasons why privacy protection is crucial is the existence of data brokers. These
companies collect personal information from various sources with the explicit goal of sharing or selling it. Data
brokers siphon our data from public records, online sources, and even non-public records such as credit card

histories and internet browsing histories.

Our information is then aggregated by data brokers to create detailed profiles of individuals, which can then
be used by various organizations for targeted marketing (aka spam, robocalls, etc.). While data brokerage is
legal in many jurisdictions, the lack of comprehensive privacy regulation and oversight means that individuals
often have limited control over how their data is collected, used, and shared.

People Search Sites are a subset of the data broker industry. These sites gather information and build records
about an individual—including data like name, age, addresses, relatives, arrest records and more— and sell
these records directly to consumers online. One way identity thieves use to get someone's personal
information is a credit card. These bad actors can easily tie someone’s Instagram or Facebook profile to their
email address, home address, phone number, relatives and even salary information. That is a major privacy and
cybersecurity threat to anyone listed on these sites.



CONSUMER CONCERNS AND THE NEED FOR PRIVACY PROTECTION

Consumers are increasingly aware of the risks associated with their personal information falling into the wrong
hands. High-profile data breaches and the misuse of personal data by companies have eroded trust in the
digital ecosystem. As a result, individuals are becoming more intentional about the types of data they share

and with whom, highlighting the importance of online privacy and consumer security.

A survey conducted by McKinsey revealed that consumers are more likely to share personal data that is
strictly necessary for their interactions with organizations. This shows that consumers are looking to control
their own data when given the opportunity—but many consumers are unaware of the sheer amount of their
information that's for sale online. Consumers are generally unaware that their information is exposed on
people search sites, and find out only after performing a Google search on their name. Once they see their
personal information exposed—like their age, address, legal records, family info, etc—they generally want to get

it removed.

To address these concerns, fintechs and financial institutions must prioritize privacy protection as a
fundamental feature of their services—showing users where their information is exposed, and giving them the
opportunity to remove it. By doing so, they can alleviate consumer fears, enhance their reputation, and
differentiate themselves in a crowded marketplace, while also adding a significant revenue and engagement

driver.

THE BENEFITS OF PRIVACY PROTECTION FOR FINTECH AND FINANCIAL INSTITUTIONS
CUSTOMERS

Enhanced Customer Trust: Privacy protection demonstrates a commitment to safeguarding sensitive
information, fostering trust and confidence among users. When individuals feel their data is secure, they are

more likely to engage with their fintech and financial institution vendors.

Increased Revenue: Privacy protection has shown to be a premium, in demand product offering that
consumers are willing to pay for. On average, consumer willingness to pay is roughly $100-$200 per year for a
comprehensive privacy product. On top of that, showing users where their information is exposed through a

free scan can be a massive boost in conversion to a paid, premium product that includes info removal.

Competitive Advantage: Privacy protection can be a significant differentiator in a crowded marketplace.
Companies that prioritize privacy and offer robust protection solutions will stand out from their competitors,

attracting privacy-conscious consumers and gaining a competitive edge.

Improved Customer Engagement: Privacy protection can enhance the overall customer experience by
providing users with a sense of security and control over their personal information. This leads to increased

customer engagement and higher LTV.

WHAT TO CONSIDER FOR PRIVACY PROTECTION

To effectively implement privacy protection solutions for their customers, fintechs and financial institutions

must consider several key factors:

01
Adaptability to Growing Needs and a Changing Landscape

As the financial landscape evolves, so do the threats to privacy. Fintechs and financial institutions must deploy
solutions that not anlv address current privacy concerns but also eater to the ever-changing nature of the
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industry. The solution should be dynamic and flexible, capable of adapting to new regulations, emerging
technologies, and evolving customer expectations.

Consider implementing privacy protection solutions for your consumers that are regularly updated to stay
ahead of potential risks.
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Ongoing Commitment + Compliance

Privacy protection is not a one-time task; it's an ongoing commitment. Fintechs and financial institutions must
adopt a proactive approach to their privacy offering, ensuring that whatever solution they offer to their
consumers is continuously monitoring for privacy risks and vulnerabilities.

Moreover, fostering a culture of privacy awareness among employees is essential, as is choosing a partner who
can meet the complex security and privacy compliance measures required by large enterprises. Training
programs and communication channels should be established to keep staff informed about the latest privacy
policies, best practices, and the importance of adhering to security protocols. By embedding privacy
protection into the organizational culture, fintechs and financial institutions can build a resilient defense
against potential threats.
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Proven Scalability

Privacy protection solutions should be scalable to accommodate the growth of the business. As fintechs and
financial institutions expand their customer base, enter new markets, or introduce additional services, the
privacy framework must scale seamlessly. This involves considering the scalability of both technology

infrastructure and privacy policies.

Implementing scalable technologies allows the organization to handle increased data volumes without
compromising on security. Additionally, privacy policies should be designed to accommodate changes in
regulations or industry standards, ensuring that the organization remains compliant while adapting to growth.

THE PATH FORWARD: PRIVACY AS A COMPETITIVE ADVANTAGE

At Array, we partner with leading fintechs, financial institutions and digital brands to equip their customers

with a robust privacy protection tool. Through Privacy Protect, users can:

« Scan their names in real time to see if their personal information has been exposed and traded by Data

Broker and People Search sites, and help remove it

Easily delete old accounts to close the door to cybercriminals

Improve their online privacy and reputation while optimizing their digital appearance
« Find and address risky outdated and potentially damaging social media posts

Our clients leverage Privacy Protect to not only provide value in an increasingly privacy-less world but to

generate revenue as well by framing the private labeled product as a premium offering.

“A leading automotive company saw a 303% increase in conversion to its premium

identity theft protection product, even after increasing the price by 13%"

In an era where data breaches and privacy concerns are prevalent, fintechs and financial institutions must
prioritize privacy protection for their users in order to remain competitive and gain market share. Investing in
solutions that not only meet current consumer privacy needs but can also adapt to the changing landscape,
demonstrate an ongoing commitment to users and their privacy. By prioritizing these considerations,

organizations can build stronger, more durable relationships with their customers that can endure, fostering
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Dave Carter is the Vice President of Enterprise Growth at Array, specializing in boosting client
engagement and driving revenue through the Array platform. With nearly two decades of experience
in business development, strategic partnerships, and consulting, Dave pairs valuable insights and a
proven track record of driving growth to help partners launch compelling consumer products.

Dave holds a bachelor's degree from Georgetown and an MBA from NYU. When he's not crafting
growth strategies, you might find Dave in Southern Connecticut, enjoying life's roller coaster with his
wife and their two rambunctious little kids.
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